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DETAILED ACTION 

1 . This action is responsive to the Appeal Brief filed on August 25, 2008. Claims 1 - 
36 are pending. Claims 1-36 represent rehoming via tunnel switching. After further 
review of the appeal and the arguments in reference to the declaration under 35 C.F.R. 
§ 1 .131 during a conference Appeal Brief, Examiner agreed with Applicant's argument, 
therefore have decided to reopen prosecution. 

2. Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 23 and 30 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Claim 23 recites the limitations "the target network address" and "the first target 
network address" in lines 13 and 14, and claim 30 recites the limitation "the first target 
network address" in lines 18-19. There is insufficient antecedent basis for this limitation 
in the claim. Appropriate correction is required. 

3. Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
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A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under 
section 122(b), by another filed in the United States before the invention by the 
applicant for patent or (2) a patent granted on an application for patent by 
another filed in the United States before the invention by the applicant for patent, 
except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application 
filed in the United States only if the international application designated the 
United States and was published under Article 21 (2) of such treaty in the English 
language. 

4. Claims 1 -23, 25-30 and 32-36, are rejected under 35 U.S.C. 1 02(e) as being 
anticipated by Blewett et al. 7,131,141. 

Blewett teaches the invention as claimed including method and apparatus for 
securely connecting plurality of trust-group networks, a protected resource network and 
an untrusted network (see abstract). 

As to claims 1 and 12, Blewett teaches a method and a tunnel access server for 
facilitating communications between a user element and a protected network resource 
comprising: 

a) establishing a first tunneling session with the user element via a 
first access network (figure 1A, "WORKNET"); 
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b) assigning to the user element a first target network protected address for 
addressing packets intended for the protected network resource and traveling in part 
over the first tunneling session (figure 3A, item 352); 

c) establishing a second tunneling session with the user element via a second 
access network (figure 1A, "HOMENET"); and 

d) reassigning to the user element the first target network protected address for 
addressing packets intended for the protected network resource and traveling in part 
over the second tunneling session (figure 7A, item 752). 

As to claims 23 and 30, Blewett teaches a method and a user element for 
facilitating communications between a user element and a protected network resource 
comprising: 

a) establishing a first tunneling session with a tunnel access server 
via a first access network (figure 1A, "WORKNET");; 

b) sending packets intended for the protected network resource over the first 
tunneling session using a first target network protected address (column 16, lines 12- 
14); 

^establishing a second tunneling session with the tunnel access server via a 
second access network (figure 1A, "HOMENET"); 

d) receiving from the tunnel access server a target network protected 
address for sending packets intended for the protected network resource (column 15, 
lines 46-56); 
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e) determining if the target network address is the same as the first target 
network address (column 16, lines 55-57, Blewett discloses discovering the address of 
the target machine in the domain of the second protected resource network. Examiner 
construes that the "target network address" is the same as "the first network address"); 
and 

f) if the target network address is the same as the first target network address, 
sending the packets intended for the protected network resource over the second 
tunneling session using the first target network protected address (column 16, lines 12- 
14). 

As to claims 2 and 13, Blewett teaches the method and the tunnel access server 
of claims 1 and 12 wherein the first and second tunneling sessions are encrypted 
tunneling sessions (column 8, lines 11-15). 

As to claims 3 and 14, Blewett teaches the method and the tunnel access server 
of claims 1 and 12 further comprising authenticating the first and second tunneling 
sessions with common authentication indicia (column 5, lines 3-6). 

As to claims 4, 5, 15 and 16, Blewett teaches the method and the tunnel access 
server of claims 1 , 4, 12 and 15, respectively, wherein the first target network protected 
address is reassigned to the user element only when the second tunneling session is 
established within a predetermined period of time from termination or last use of the first 
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tunneling session, and further comprising assigning to the user element a second target 
network protected address for addressing packets intended for the protected network 
resource and traveling in part over the second tunneling session when the second 
tunneling session is not established with the predetermined period of time (column 3, 
lines 39-63). 

As to claims 6 and 17, Blewett teaches the method and the tunnel access server 
of claims 1 and 1 2 further comprising terminating the first tunneling session and 
reserving the first target protected network address for the user element for a 
predetermined period of time for use in association with the second tunneling session 
(column 16, lines 11-14). 

As to claims 7, 18, 25, 26, 32 and 33, Blewett teaches the method, the tunnel 
access server and the user element of claims 1,12, 23, 23, 30 and 30, respectively, 
further comprising: 

a) receiving a request from the user element for a second tunneling 
session (column 2, lines 39-43); 

b) terminating the first tunneling session (column 3, lines 58-60).; and 

c) enabling the second tunneling session (column 8, lines 1-2). 

As to claims 8 and 19, Blewett teaches the method and the tunnel access server 
of claims 1 and 12 further comprising receiving the packets from the user element and 
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forwarding the packets to the protected network resource using the first target network 
protected address ((column 15, lines 46-56). 

As to claims 9, 20, 27 and 34, Blewett teaches the method, the tunnel access 
server and the user element of claims 1 , 12, 26 and 30, respectively, further comprising: 

a) receiving authentication indicia from the user element; and b) authenticating 
use of the second tunneling session by the user element based on the authentication 
indicia (column 5, lines 3-6). 

As to claims 10, 21 , 28 and 35, Blewett teaches the method and the tunnel 
access server of claims 1 , 12, 23 and 30 wherein the first and second access networks 
facilitate communications with the user element using different communication 
technologies (column 3, lines 34-39). 

As to claims 1 1 , 22, 29 and 36, Blewett teaches the method, the tunnel access 
server and the user element of claims 10, 21 , 28 and 35 wherein at least one of the 
different communication technologies is a wireless communication technology. One 
would be motivated to do so to allow the devices to be mobile (column 3, line 36). 



5. Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 1 02 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made to a 
person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 24 and 31 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Blewett et al. 7,131 ,141 in view of Bahl et al., 7,020,464. 

Blewett teaches the invention substantilly as claimed including method and 
apparatus for securely connecting plurality of trust-group networks, a protected resource 
network and an untrusted network (see abstract). 

As to claims 24 and 31 , Blewett teaches the method and the user element of 
claims 23 and 30 wherein if the target network address is different than the first target 
network protected address, further comprising: 

b) sending the packets intended for the protected network resource over the 
second tunneling session using the target network protected address (column 1, lines 
59-63). 

Blewett fails to teach explicitly a) restarting applications communicating with the 
protected network resource. 
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However, Bahl teaches a) restarting applications communicating with the 
protected network resource (column 1, lines 44-48). 

It would have been obvious to on of ordinary skill in the art at the time the 
invention was made to combine Blewett in view of Bahl to provide a) restarting 
applications communicating with the protected network resource. One would be 
motivated to do so to allow saving the new changes. 

7. Conclusion 

Examiner has cited particular columns and line numbers in the references 
applied to the claims above for the convenience of the applicant. Although the specified 
citations are representative of the teachings of the art and are applied to specific 
limitations within the individual claim, other passages and figures may apply as well. It 
is respectfully requested from the applicant in preparing responses, to fully consider the 
references in entirety as potentially teaching all or part of the claimed invention, as well 
as the context of the passage as taught by the prior art or disclosed by the Examiner. 

In the case of amending the claimed invention, Applicant is respectfully 
requested to indicate the portion(s) of the specification which dictate(s) the structure 
relied on for proper interpretation and also to verify and ascertain the metes and bounds 
of the claimed invention 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to El Hadji M Sail whose telephone number is 571-272- 
4010. The examiner can normally be reached on 8:00-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on 571-272-4001 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273- 
8300. Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR 
only. For more information about the PAIR system, see http://pair-direct.uspto.gov. 
Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

/El Hadji M Sail/ 
Examiner, Art Unit 2457 
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Supervisory Patent Examiner, Art Unit 2457 



